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Background: Unix FS 1

- Standard Unix principals:
- User

- Group
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Background: Unix FS 2

- Each file is just a numbered inode

[ ] [ ]
- Directory: list of name => node nt
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Traversal Example

home: write(root), read(users)
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Cold Boot Attack

- Replace the OS with your own




Read Protection

- That one’s easy: encrypt, hide the key.
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Write Protection

- Slightly more complicated...
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Execute

X

. EXx '
£ cept for directories:
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Directories

- This is the clever bit...

- Instead of just the inode number, store key list too
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Deleting Files

- Normally, either ‘mark’ deleted (a flag)

- Easy to recover with forensic tools
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- Still requires marking every file individually



Faster Deletion

- Delete afile: zero the key, contents not recoverable
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Deduplicating Encrypted
File Contents

- Convergent encryption: use a hash of each block as
the key

- Good: can't decrypt block without already knowing
either the contents, or its hash
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Deduplicating Securely With
Privacy

- Instead of a straight hash, use HMAC
- Prevents searching without knowing the key
- Tradeoff between effectiveness and privacy

- Inherent information leak through dedupe count:
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Performance

- What's the overhead of all this hashing and encrypting?
Smaller than you'd think
Hash in memory as part of async write path

No latency impact

http://cr.yp.to/
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Authentication

- The file system’s job is normally confined to
authorisation rather than authentication

- However, if we're storing the user’s keys ...

- Store with other account data, p

hash
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Project Overview

Mostly, surprisingly small extensions to ext4
structures

(Adding hash/key to each block reference, not
using extent mode)




